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Abstract

This paper introduces Quantum Cryptographic Dynamics (QCD), a novel theoretical framework that models cryptographic processes
through the lens of entropy injection and ejection. Drawing inspiration from classical mechanics, QCD establishes three fundamental
laws: the Entropy Inertial Law (conservation of entropy in isolated systems), the Entropy Evolution Law (transformation of entropy
via injection operators), and the Entropy Redistribution Law (reversibility through ejection operators). Applying these principles, we
provide a unified, entropy-centric interpretation of classical and quantum cryptographic schemes, including symmetric-key systems,
public-key protocols, and post-quantum cryptography (PQC) algorithms such as Learning With Errors (LWE), Kyber, and Homomorphic
Polynomial Public Key (HPPK). By shifting the focus from computational hardness assumptions to the fundamental dynamics of entropy
manipulation, QCD offers new insights into the security foundations of these cryptographic primitives. Furthermore, we reinterpret the
Quantum Permutation Pad Random Number Generator (QPP-RNG) within the QCD framework. QPP-RNG is modeled as an entropy-
driven process that harnesses system jitter to generate unpredictable random numbers, which in turn fuel PQC schemes like Kyber and
HPPK for quantum-secure key establishment, forming a self-sustained quantum-secure eco-cryptosystem. This framework provides a
rigorous approach to security analysis, unifying cryptographic security models across classical, quantum, and post-quantum domains.
QCD establishes a robust foundation for designing quantum-resistant cryptographic primitives and assessing the fundamental security
properties of cryptographic systems.
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1. Introduction

Cryptography, traditionally rooted in Boolean algebra and num- « |m): plaintext (message state)

ber theory, faces a paradigm shift with the advent of quantum * |c): ciphertext (transformed state)

computing. This paper introduces Quantum Cryptographic Dy- * Din: entropy injection operator, where p;,|m) = |c)
namics (QCD), a novel framework within information theory that * De: entropy ejection operator, where pe|c) = |m)

employs linear algebra to describe the dynamic evolution of infor-

mation states under cryptographic transformations.

Classical systems like RSA [1], AES [2], and ECC [3], which rely
on static mathematical structures and computational hardness
assumptions (e.g., integer factorization, discrete logarithms), are
vulnerable to quantum algorithms such as Shor’s algorithm [4].
Quantum cryptographic protocols, such as Quantum Key Dis-
tribution (QKD) [5, 6], offer security independent of these as-
sumptions by exploiting quantum mechanics. However, a unified
theoretical framework encompassing both classical and quantum
symmetric and asymmetric cryptography has been absent.

QCD addresses this gap by modeling cryptographic transforma-
tions as linear operators acting on information states, analogous
to quantum mechanics. Instead of static mappings, QCD views en-
cryption and decryption as dynamic processes of entropy injection
and ejection:

These operators are governed by three fundamental laws describ-
ing entropy invariance, evolution, and redistribution.

1.1. Motivation for quantum cryptographic dynamics

(QCD)

1.1.1. Unified formalism for classical, quantum, and
asymmetric cryptography

QCD unifies classical (Boolean algebra, discrete probability) and
quantum (Hilbert space, quantum operators) cryptography within
a common linear algebraic framework in C?". Cryptographic
transformations are expressed as pairs of entropy operators. Fur-
thermore, QCD differentiates asymmetric and symmetric schemes
based on whether the entropy injection operator is public or
secret.
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1.1.2. Entropy-based security via operator robustness

Instead of relying purely on computational hardness assump-
tions, QCD characterizes security through entropy dynamics by
constructing paired entropy injection and ejection operators. The
security of these operators can still be connected to well-known
computational hardness problems. For instance, RSA’s injection
operator p;; = [0° mod N depends on the difficulty of factoring
N. Thus, QCD reframes security as the concrete robustness of
operator pairs against both classical and quantum attacks.

1.1.3. Systematic framework for cryptographic analysis
and design

QCD offers a principled, axiomatic approach to cryptographic
analysis and design, analogous to classical mechanics. Its
three fundamental laws—entropy invariance, evolution, and
redistribution—provide a systematic framework that unifies clas-
sical and quantum cryptography, while distinguishing symmetric
and asymmetric schemes through the publicity of the entropy
injection operator.

1.1.4. Information systems as physical systems governed
by entropic laws

QCD models information systems similarly to physical systems,
where entropy is treated as a measurable, dynamic quantity
transformed by external operations. Just as physical systems are
governed by dynamical laws (e.g., Newton’s laws or quantum
evolution), QCD posits three entropic laws that describe how
information entropy evolves under cryptographic processes. This
perspective allows a unified, physics-inspired formulation of cryp-
tography within Hilbert space and linear operators.

1.2, Structure of this paper

The remainder of this paper is organized as follows. Section 2
presents the three fundamental laws of QCD, drawing parallels
to classical physics. Section 3 examines major cryptographic
schemes through the QCD perspective. Finally, Section 4 out-
lines future research directions.

By establishing Quantum Cryptographic Dynamics, we offer a
unified, entropy-based security model that integrates classical and
quantum systems, enabling rigorous analysis of cryptographic
transformations.

2. Methods

Quantum Cryptographic Dynamics (QCD) is a generalized theo-
retical framework that models cryptographic processes using the
formalism of linear algebra in Hilbert space. It defines entropy
manipulation in terms of injection and ejection operators acting
on information states, governed by three dynamical laws. While
QCD applies to both classical and quantum cryptographic sys-
tems, its formulation using Dirac notation and operator-based dy-
namics also supports direct implementation in physical quantum
computing systems.

In particular, entropy operators in QCD can be instantiated as uni-
tary transformations on quantum states, making the framework
suitable for quantum circuit realization. Thus, the quantum in

QCD refers not only to its mathematical expression but also to its
compatibility with quantum cryptographic protocols such as QKD
and quantum-secure key exchange. The three laws of QCD provide
a unified model for reasoning about cryptographic systems across
classical and quantum domains.

First Law—Entropy Inertia

The entropy of an information system remains invariant unless
influenced by an external cryptographic operation.

Interpretation: Analogous to Newton’s first law of motion,
this principle establishes entropy—a measure of uncertainty or
randomness—as an inherent property of information systems.
A system in equilibrium maintains its entropy profile; plaintext
retains its structural predictability, while ciphertext preserves its
encoded randomness. Formally, Shannon entropy H is defined
as [7]

H(X) = - p(x)log, p(x), @

xex

where p(x) denotes the probability of symbol x in the alphabet X'.

Empirical Foundations: Seminal studies reveal varying en-
tropy measurements across languages:

English text: 2.62 bits/letter (frequency analysis) [7].
» Human prediction: 0.6—1.3 bits/character [8].

» Modern estimates: 1.75 bits/character [9].

Chinese logograms: ~9.56 bits/character [10].

Manifestations:

« Static Data Preservation: Isolated plaintext files main-
tain fixed entropy profiles; for example, an unmodified doc-
ument retains its original information content indefinitely,
absent of compression or encryption.

+ Quantum State Invariance: Qubits in pure states |¢)) ex-
hibit zero von Neumann entropy (S = —tr(pIn p)), persisting
until quantum operations induce mixed states or decoher-
ence.

» Passive Communication: Unencrypted transmissions
preserve the source entropy. Entropy amplification requires
active cryptographic processes (e.g., AES, OTP).

This entropy inertia principle establishes the axiomatic founda-
tion for information equilibrium in QCD, showing a system’s
inherent resistance to entropy change in the absence of external
operations.

Second Law—Entropy Evolution

An information system’s entropy transforms under an entropy
injection operator p;, € P:

DPinls) = [t), (2)

where |s) and |t) represent the pre- and post-operation states of
the system.

Interpretation: The dimension N of the entropy space P deter-
mines the operator’s entropy:

ep = log, N, (3)
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which quantifies the uncertainty of operator selection.

Classical vs. Quantum Spaces:

» Classical: An n-bit key space (with 2" keys) in Boolean
algebra yields n bits of entropy.

« Quantum: An n-bit key space in linear algebra or permuta-
tion space (with 2"! operators) yields

ep =log,(2") =~ 2"(nln2 — 1)
(using Stirling’s approximation [11]). 4)
Cryptographic Parallel: Analogous to Newton’s second law
(F/m = a), the entropy operator p acts as a cryptographic force,
shielding plaintext |s) from observation. Just as force can obscure
the measurement of mass, p prevents the ciphertext |t) from
revealing the plaintext without knowledge of the operator.

Third Law—Entropy Redistribution

For every entropy injection operator p;,, there exists an ejection
operator p. such that

p Eﬁin = I[7 (5)
ensuring reversibility and conservation of entropy.

Interpretation: This law requires entropy injection and ejection
operators to be reversible—a property inherent in permutations
and quantum unitary operations. It unifies classical and quantum
cryptography by modeling both as operator dynamics in permuta-
tion or linear spaces.

Complementarity with the Second Law: Together, these
ensure

De(Dinls)) = Is), (6)

guaranteeing that information is recoverable while remaining se-
cure during transmission.

Security Implications: Cryptographic strength depends on
designing robust entropy operators that withstand classical-,
quantum-, and machine-learning-based attacks. The operator de-
sign remains central to achieving secure systems.

The next section analyzes major cryptographic paradigms through
the QCD perspective, highlighting new insights into their security
and quantum resilience.

3. Results and Discussion

The framework of Quantum Cryptographic Dynamics (QCD) pro-
vides a novel lens for analyzing both classical and quantum crypto-
graphic schemes. By understanding encryption and decryption as
entropy injection and ejection processes, we can categorize cryp-
tographic mechanisms based on their entropy operator structures:
secret or public injection operators. This section examines major
cryptographic paradigms in light of the three QCD laws.

3.1. Symmetric-key cryptography: secret injection
operators

Symmetric-key cryptography encrypts a plaintext message into ci-
phertext using a secret key and decrypts it back using the same key.
This process can be described mathematically as the application of

an entropy injection operator (p;) to a message state |s):
pils) = [1), @

where |s) represents the plaintext and |t) represents the cipher-
text. According to the third law of QCD, an entropy ejection
operator

Depi =1, ®

ensuring that entropy is injected during encryption and com-
pletely extracted during decryption.

3.1.1. OTP

A notable example is the One-Time Pad (OTP) scheme, as in-
troduced by Shannon [7]. In this framework, the encryption and
decryption operators can be represented as

pi=pe=kol, ©)

where [J denotes the information state. Thus, the encryption pro-
cess follows

pils) = [k®s) = t), (10)

and the corresponding decryption process is

Delt) = [k@t) = kD kds) =]s). (11)

This follows from the fundamental properties of the XOR opera-
tion, where k @k =0and 0 ® s = s.

Shannon’s proof demonstrated that OTP provides perfect secrecy,
meaning that the ciphertext reveals no information about the
plaintext, provided that the key k is uniformly random, has the
same length as the message, and is used only once. This makes
OTP a theoretically unbreakable encryption scheme, though its
practical implementation is constrained by key management chal-
lenges.

3.1.2. AES

To overcome the constraint of single-use keys in the One-Time
Pad (OTP), block ciphers such as DES and AES were developed.
In this section, we illustrate AES encryption and decryption using
a permutation framework with quantum-inspired (ket) notation
to emphasize the abstract and layered structure of the cipher.

AES is a block cipher with a fixed block size of 128 bits. A plain-
text block |m) is transformed into a ciphertext block |c) by a
permutation operator pags chosen from the space of all 128-bit
permutations:

Pars|m) = [c). (12)

In practice, AES encryption is executed over multiple rounds, each
involving a permutation operator p; that transforms the state from
one intermediate stage to the next:

Pags = PMDPm—1 -+ - P2 D1, (13)
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so that the encryption (or entropy injection) process can be ex-
pressed as
Dars|m) = Py pu—1 -+ p1lm)
= ﬁMﬁM—1 o '}32|Cl>
(14)

= o),
where M denotes the number of rounds. For instance, AES-128
uses M = 10 rounds, while AES-256 uses M = 14 rounds.

Decryption (or entropy ejection) is the reverse process, employing
the inverse permutation operators:

Pags =D1 D2 D (15)
Therefore, applying p, s to the ciphertext recovers the original
plaintext:
Pagsle) = b1 ' Py - bu'le)
=p1' D2 Pulalem—r)

: (16)
=p1'ler)
=|m).

Within each round, the permutation operator p; is implemented
through four distinct operations:

1. SubBytes (ps,»): This step can be viewed as a simplified
128-bit permutation constructed as the direct product of 16
identical 8-bit permutations. In practice, a chosen 256 x 256
permutation matrix is applied independently to each of the 16
individual 8-bit segments of the 16-byte block. Although the
operation is performed on each byte separately, the overall
effect is equivalent to applying a single permutation to the
entire 128-bit block, thereby introducing the essential non-
linearity (confusion) into the cipher.

2. ShiftRows (psr): This operation rearranges the positions
of the bytes within the 16-byte block. By cyclically shifting
the rows, it ensures that the bytes are diffused across dif-
ferent columns in subsequent operations, thereby enhancing
overall diffusion.

3. MixColumns (pyc): Here, a reversible linear transforma-
tion is applied using a 16 x 16 block diagonal matrix com-
posed of four 4 x 4 circulant matrices. This step further
mixes the bytes within each column, reinforcing the diffusion
properties of the cipher.

4. AddRoundKey (park): In this final step, a 16-byte round
key is XORed with the output of the MixColumns operation.
Although XOR is a bitwise operation, it constitutes a bijec-
tive transformation over the finite field, thereby integrating
seamlessly into the permutation framework.

Thus, each round permutation operator can be expressed as a
composition of these sub-operations:

Di = Dsub Dsr PyMc DARK. (17)

Itis important to note that while p4gs is mathematically a bijection
over the space of 128-bit blocks, it is not an arbitrary permu-
tation. Rather, it is a carefully designed composite permutation,

constructed from well-defined arithmetic operations, to achieve
both confusion and diffusion, which are essential for ensuring the
cipher’s security.

In the full permutation space of 128-bit blocks there are (2'*%)!
possible bijective permutations, yet the AES-128 key space realizes
only 2'?® unique permutations—one for each key. Despite this,
AES is engineered to approximate the behavior of a random per-
mutation drawn from the full space, and its excellent performance
in both bit-level and byte-level randomness testing reflects the
remarkable design considerations for achieving robust confusion
and diffusion.

3.1.3. Quantum permutation pad (QPP)

Unlike AES, which employs mathematically structured permuta-
tion operators drawn from the full 128-bit permutation space and
relies on multiple rounds of layered operations to achieve random-
ness and security, Quantum Permutation Pad (QPP) cryptography
utilizes unstructured (or structureless) permutation matrices in a
parallel configuration. This approach, introduced by Kuang and
Barbeau [12] in 2022, integrates three key sub-processes: pre-
randomization, random dispatch, and QPP encryption.

In the pre-randomization stage, the plaintext is XORed with a
pseudorandom value k generated by a PRNG seeded with the
shared secret. This operation is expressed as

Pra|m) = k& m) = |m'),

where |k) represents the PRNG output and pyg, denotes the XOR
permutation operator. This initial entropy injection obscures the
plaintext and prepares it for further processing.

The random dispatch stage then uses the same PRNG to con-
trol the distribution of the pre-randomized data across multiple
parallel channels. In this process, the pre-randomized block is
partitioned and routed according to random dispatch operators,
thereby enhancing diffusion by spreading the entropy over dis-
tinct channels.

The final stage, QPP encryption, applies a set of parallel permu-
tation operators generated via the Fisher—Yates shuffling algo-
rithm [13]. These unstructured permutation matrices are seeded
by the shared secret and organized into a QPP pad containing
M independent permutations. The overall uncertainty in an n-bit
permutation space is enormous, since there are

2"
possible bijections, corresponding to a Shannon entropy of
e = log,(2")

bits [11]. In practice, specifying an arbitrary permutation in this
space would require a key length of approximately n x 2" bits.
For example, an 8-bit permutation space exhibits an uncertainty
of roughly 1684 bits, meaning that choosing a permutation would
require on the order of a 2048-bit key. For a QPP pad with M
permutations, the internal uncertainty is given by
2" x M x (2"!)M7

where the factor 2" arises from the pre-randomization, M repre-
sents the random dispatch across M channels, and (2"!)" reflects
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the combined uncertainty of M parallel permutations. Conse-
quently, QPP cryptography offers an overall uncertainty of (2"1)",
which is exponentially larger than that of classical schemes such
as AES.

QPP encryption (or entropy injection) can be concisely expressed
as

Dopp = P(i=k mod M) P(ka)> (18)

where k is an integer generated by the seeded PRNG, p; denotes
the ith permutation operator from the QPP pad (with i = k mod
M), and prg) represents the XOR permutation based on an n-bit
key k from the PRNG. The encryption process is then described by

DPopp|M) = D(i=k mod M) D(ke) M) = P(izk mod )|k M) = [c). (19)

For decryption (or entropy ejection), the inverse operations are
applied in reverse order using the same PRNG-derived keys:
A1 P P |
Porp = P(ke) P(i=k mod M) (20)
Thus, for a given ciphertext |c), decryption proceeds as

Dorpl€) = D) Dk mod 1) |€) = Dy k& m) = [m). (21)

In summary, QPP cryptography leverages unstructured, parallel
permutation matrices controlled by a shared secret to achieve
high entropy injection and rapid performance. This method is
particularly well suited for encrypting small blocks of information
(such as 4-bit or 8-bit segments), while also exhibiting excellent
cipher randomness.

3.2. Classical public key cryptography: public injection
operators

The following descriptions of RSA and Diffie-Hellman proto-
cols follow standard treatments in classical cryptography (see,
e.g., [14-17]).

Unlike symmetric cryptography, where both the entropy injection
(encryption) and ejection (decryption) operators remain secret,
public key cryptography employs a public entropy injection oper-
ator to establish secure key sharing. One of the earliest and most
well-known public key schemes is RSA [17]. In RSA, the entropy
injection operator (or permutation operator) is defined as

pRSA =[° mod N, (22)

where e is the public exponent and N is a modulus formed by
the product of two large secret primes. The corresponding secret
ejection operator (or reverse permutation operator) is given by

Prsy = 0 mod N, (23)
with d being the secret exponent satisfying

(mod ¢(N)),

and O denoting the input message or cipher. For a chosen secret
§ < N, the encryption (entropy injection) is performed as

exd=1

Prsals) = |s* mod N) = [c), (24)
and the decryption (entropy ejection) is carried out via

Prsalc) = [¢? mod N) = [s* 4™ ¥ mod N) = [s).  (25)

The security of RSA in classical computing relies on the computa-
tional difficulty of deriving the secret ejection operator pyg, from
the publicly known injection operator prsa.

Another widely used public key scheme is Diffie—Hellman (DH)
cryptography [16], which operates over a prime finite field F, with
apublic generator g. In this context, the entropy injection operator
is defined as

Por(g) = g~ mod p, (26)

where [J represents a chosen secret from F,. In the DH protocol,
Alice selects a secret a and computes

pou(g)la) = |g* mod p) = |A), (27)

which she then sends to Bob. Similarly, Bob chooses his secret b
and computes

pou(g)|b) = |g° mod p) = |B), (28)

which he sends to Alice. Rather than directly decrypting B or A,
both parties perform an additional entropy injection using the
other’s public value. Specifically, Alice computes

Poi(B)|a) = |B* mod p) = |¢g** mod p) = |k), (29)
and Bob computes

Pou(A)|b) = |A" mod p) = |g* mod p) = [k).  (30)
Thus, they arrive at a shared secret

k = g® mod p.

It is important to note that classical public key cryptography
schemes such as RSA and Diffie—Hellman are vulnerable to quan-
tum computing attacks. Quantum algorithms, most notably Shor’s
algorithm, can efficiently factor large integers and compute dis-
crete logarithms, thereby undermining the security assumptions
underlying these schemes. As quantum computing technology
advances, there is a growing need to develop post-quantum cryp-
tographic algorithms that remain secure in the presence of quan-
tum adversaries. Such quantum-resistant schemes do not rely on
traditional number-theoretic assumptions and offer a promising
path toward future-proof secure communications.

3.3. Quantum cryptography

Quantum Key Distribution (QKD) schemes, such as BB84 [18],
exploit quantum mechanical principles to establish secure keys
between communicating parties. In these protocols, two secret
strings are involved; one string, denoted as si, is used for key
exchange or plaintext {|m;)}, while the other, s», determines the
basis for encoding { |m;) } or selects the entropy injection op-
erator { p; }. Kuang and Barbeau [12] demonstrated that QKD
can be interpreted as a one-time pad (OTP) implemented with
qubits, where a post-sharing key is established through a public
announcement process.

The permutation space for a single qubit comprises two operators:
the identity operator p; and the XOR permutation p,. Within
the framework of Quantum Cryptographic Dynamics (QCD), the
encoding process in QKD can be described as

pilm;) = |ci), (31)
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where p; = p; if the corresponding i-th bit is zero, and p; = po
if the i-th bit is one. Here, |c;) represents the cipher qubit that
embodies the encrypted bit. To extract the original bit m;, the
receiver must measure |c;) in the computational basis using the
correct entropy ejection operator, p; '

Due to the no-cloning theorem, an adversary cannot perfectly
replicate the qubit |¢;). Any attempt to measure or copy the qubit
introduces disturbances that contribute to the Quantum Bit Error
Rate (QBER), thereby alerting the trusted receiver to the presence
of eavesdropping. However, because the trusted receiver does not
initially know the sender’s chosen entropy injection operator {p;},
they must measure the incoming qubits using a randomly selected
entropy ejection operator {p’;} from the permutation space. This
measurement yields a set of outcomes {m;} described by

p'iler) = |mj). (32)

Subsequently, a public announcement phase is used to reconcile
the measurement bases, allowing the communicating parties to
discard the bits obtained using incorrect entropy ejection oper-
ators. The remaining bits form the raw key, effectively serving as
the decryption key in accordance with the third law of QCD.

From a system security perspective, it is important to note that
QKD is not a purely quantum cryptographic method, as it relies
on a classical channel to synchronize the entropy injection and
ejection operators. The incorporation of a classical channel neces-
sitates a trusted relationship between the parties to mitigate the
risk of Man-in-the-Middle (MITM) attacks.

3.4. Post-quantum cryptography
3.4.1. Learning with errors (LWE) in a QCD framework

Post-quantum cryptographic schemes are designed to remain se-
cure even against quantum adversaries. A prominent example is
cryptography based on the Learning With Errors (LWE) problem.
In a QCD-inspired view, encryption is seen as an entropy injection
process (in line with the QCD second law), while decryption rep-
resents an entropy ejection process (in accord with the QCD third
law).

In an LWE-based scheme [19], a public key is generated by choos-
ing a random matrix
Aezg"

and a secret vector
n
S € Zg,

together with a small error vector
ecZy,

which is also sampled. The entropy injection operator in key
generation is defined as

pwe =A0+e,

where the symbol O denotes a secret vector. In this framework,
Alice performs an entropy injection with her chosen secret s:

Diwels) = |As +e) = |b),

and transmits the pair (A, b) to Bob.

For encryption, Bob selects a random vector r (which serves as
his ephemeral entropy source) and applies his entropy injection
operator similarly to Alice’s but transposed secret vector without
the error vector:

Plwelr) = [r'A) = |u).

This allows Alice to establish a runtime decryption key or entropy
ejection operator. Bob then establishes a runtime entropy injec-
tion key

k=r"b+ O,

which is used to mask a scaled version of the plaintext p. In
particular, the encryption operator acts as

klu) = "0+ | 1| 11 mod g) = o).

The ciphertext is given by the pair (u, v).

Decryption (entropy ejection) is carried out by Alice using her
secret key s. In a QCD analogy, she employs an ejection operator,
which is effectively the inverse of the encryption process:

o) = v —u-s) =15).

Finally, by comparing § with |g/2], Alice recovers the plaintext s.

However, due to the presence of the error term, the relationship
between the runtime entropy injection operator and the entropy
ejection operator is not perfectly unitary:

kk* 1. (33)

This discrepancy introduces a small probability of decryption
failure, as the accumulated noise may occasionally shift § outside
the correct decision boundary when mapping back to the plaintext
message.

In summary, within the QCD framework, the following occurs:

» The entropy injection operator (QCD second law) injects
randomness and noise into the secret state to produce a
public key;

» The encryption process uses a runtime key to mask the scaled
message, ensuring that the ciphertext reflects both the in-
jected entropy and the underlying noise;

« The decryption process (QCD third law) employs the secret
to eject the injected entropy and recover the original mes-
sage, though with a small probability of failure due to noise
accumulation.

The security of LWE-based schemes relies on the computational
hardness of solving the LWE problem, which remains difficult
even for quantum adversaries based on the hardness of lattice
problems.

This interpretation of LWE within the QCD framework not only
provides a structured view of entropy management in encryption
but also underscores why LWE remains one of the leading candi-
dates for post-quantum cryptography.

Kyber [20], as a lattice-based post-quantum cryptographic
scheme, can be interpreted within the QCD framework as an
entropy injection and ejection process. Key generation injects
entropy through a public module-LWE matrix and noise, forming
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a public key that conceals the secret. Encryption introduces ad-
ditional entropy via an ephemeral key, ensuring security against
adversaries. Decryption acts as an entropy ejection process, at-
tempting to recover the plaintext by reversing the transforma-
tions. However, due to the presence of noise, the runtime entropy
injection and ejection operators are not perfectly reversible, lead-
ing to a small probability of decryption failure. This aligns with
the fundamental QCD principle that entropy injection increases
uncertainty, while entropy ejection attempts to restore order,
subject to inherent system imperfections.

3.4.2. Homomorphic polynomial public key (HPPK)

HPPK was first proposed by Kuang and Perepechaenko in 2023
as a key encapsulation mechanism (KEM) [21]. In the HPPK KEM
scheme, two private univariate polynomials, f(x) and h(x), to-
gether with two co-prime pairs, ged(R1,S1) = 1and ged(R2,S2) =
1, form the private key. The scheme involves two entropy injection
and ejection operations.

In the key generation phase, the first entropy injection op-

erator Ej, transforms f(x) and h(x) into p(x,ui,...,u,) and
q(x,u1, ..., um), whereuq, ... un € Fp:
|f(x)> _ ‘B(x7u17 7um)f(x) mOdp>
Ein h(x) B(x,ui,...,un)h(x) mod p
(34)
:‘p(x , Ui, 7um)>
q(x u, . 7um)
Here the noise polynomial B(x,ui,...,um) =
i Z bjx'uj € F, is chosen randomly. The product

polynomlals p(x,u1,...,um) and q(x,uq,...,un) can be easily
derived [21]. The entropy ejection operator E, in the decryption
phase is applied as follows:

|c:p(x,u1,...7um)
“d=qlxu,... un)

o

mod p) = lh(x = |k mod p). (35)

N

Thus, the secret x € F, can be recovered from Equation (35).
Since both product polynomials remain private, they cannot be
factorized back to reveal the private polynomials f{(x) and h(x).

The second phase of entropy injection is defined as

R1 -0 mod Sl

R, OmodS,’ (36)

f)in
where the bit-length L of S; and S, must satisfy L > 2log, p +
log, m. The public key is then generated by applying the entropy
injection operator p;,:

| DAL otim) y ‘Zr 0 S/ (Ripy mod Sy )x'y; iy
Pin q(xuy,.oum) /T ST 0 2/ (Rag mod So)xlu; (37)
IP(Xu17 Um) >
Q(x,u1,...,um)
The public key consists of the following coefficients:
Pij = Rlpy mod S17 (38)

Qij = R2qij mod SQ.

Recovering the entropy injection operators from the public key
P; and Qy is computationally difficult, leading to the Hidden
Modulus Product Problem (HMPP) with complexity O(2F) [22].

In the encapsulation phase, given a randomly chosen secret x €
F,, key encapsulation is performed via entropy injection. Random

noise variables u; € F;, are selected as follows:

)) =1 > Pjlx' x ujmod pl) =

ﬁencaplp(x,ul,...,u ‘C>’
i=0 j=1
n m )
Pencap| QX 1, .- um)) = | > > Qyifx' x uy mod p]) = |D).
i—0 j—1
(39)

This results in the ciphertext pair {C, D}. The entropy injection
leads to a deterministic entropy ejection with exponential com-
plexity O(p™ ).

In the HPPK KEM, entropy ejection occurs in two stages. First, the
inverse entropy injection operator p;. ' is applied:

c

.1, C R7!xCmod S
' ! ) =19 (40)

Pin |5> - |R;1 x D mod S,
with integer C € [0,S1) and D € [0, S2). Then, the entropy ejection
operator E, from Equation (35) is applied to remove

s,
h(x)"

Here, the entropy injection during the encapsulation phase, Pencap,
is automatically eliminated through division in Equation (41).
This allows the secret to be efficiently recovered by solving a
univariate polynomial equation, especially when its order is 1. The
similar injection and ejection operators can be constructed for
more generic cases such as doubled-layer encryption for the public
key generation to further hide the factorizable coefficients.

mod p) = (41)

~,C (¢
BIS =15 k) = |

3.5. Entropy sources

The quality of randomness in any cryptographic system is fun-
damentally tied to its underlying entropy sources. Within the
Quantum Cryptographic Dynamics (QCD) framework, robust en-
tropy injection operators are constructed using entropy derived
from diverse sources. This section reviews key entropy sources,
including physical entropy, CPU jitter, and system jitter.

Physical Entropy Sources

Physical entropy sources exploit inherent physical phenomena
like thermal noise and quantum processes. Commercial devices
such as ID Quantique’s Quantis [23] harness quantum mechan-
ical effects to generate high-quality randomness with near-ideal
Shannon entropy. Classical hardware random number generators
(RNGs) typically rely on electronic noise; while unpredictable, this
noise often requires post-processing to mitigate bias and ensure
uniformity.

Quantum entropy sources leverage the intrinsic unpredictability
of quantum measurements [24—28], producing outputs with ex-
tremely high entropy. Quantum Key Distribution (QKD) proto-
cols [5, 6, 29, 30] also utilize quantum entropy for secure key
establishment, though their primary role is not direct randomness
generation.

CPU Jitter as an Entropy Source

CPU jitter arises from variations in execution times due to dy-
namic hardware interactions, such as branch prediction and mem-
ory access delays [31—-33]. Gutterman et al. [34] demonstrated
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that these timing variations can be exploited to extract sufficient
entropy for cryptographic purposes. Precisely measuring fluctu-
ations in CPU cycles allows systems to generate unpredictable
seeds, essential for secure entropy injection.

System Jitter as an Entropy Source

System jitter encompasses a broader range of unpredictable in-
teractions than CPU jitter, arising from operating system schedul-
ing, memory management, and other hardware-level events. For
instance, the Linux random number generator (LRNG) collects
entropy from sources like CPU jitter, user inputs, disk I/O timings,
and hardware interrupts [34]. These inputs are pooled together
and processed using cryptographic hash functions. While the
LRNG is widely used, its entropy estimation is heuristic, and it
lacks a formal model describing entropy accumulation dynamics.

More recently, Red Hat’s JitterEntropy RNG [32] was certified
under NIST SP800-90B and incorporated into the Linux kernel
as a system-level entropy source. It relies exclusively on CPU
timing variations and includes formal statistical validation. NIST-
approved deterministic random bit generators (DRBGs) [35] op-
erate based on seed entropy with deterministic expansion but
require careful reseeding policies and trust in the entropy source’s
initial state.

QPP-RNG and Quantum Cryptographic Dynamics

Kuang and Lou recently proposed a system-level entropy harvest-
ing method—the Quantum Permutation Pad Random Number
Generator (QPP-RNG) [36]—based on repeated random permuta-
tion sorting. In this scheme, a disordered array {|c;) } ismodeled as
the result of applying a permutation p € S, to an initially ordered
array {|a;)}, such that

{le)} = p{lai)}
The goal is to recover the ordered array by applying the inverse

permutation, which is modeled through a sequence of randomly
selected sorting permutations:

Tip
p'=1In
j=1

This sequence, driven by system jitter—measured as the time
per sorting convergence—forms the Quantum Permutation Pad
(QPP). The QPP acts as both a decryption mechanism and an
entropy amplifier via iterative permutations, expanding runtime
entropy via the combinatorial uncertainty of the permutation
space. Convergence is defined as the event in which the array is
restored to its original ordered state, with the number of permu-
tations n, mapped to an 8-bit output as n, mod 256.

Within the Quantum Cryptographic Dynamics (QCD) framework,
this process embodies an entropy evolution cycle. The entropy in-
jection operator p increases system entropy through permutation

randomization:
lc) =plm), H(|c)) > H(Im)),

Meanwhile, the entropy ejection operator, expressed as the prod-
uct [ [; pj, performs an inversion:

m) = | [Ios ] le)-

This formalism aligns with QCD’s second and third laws; en-
tropy increases under external injection and is reversibly extracted
through decryption operations.

QPP-RNG has been benchmarked under the NIST SP800-90B
IID framework across multiple platforms (macOS, Windows, and
Raspberry Pi), achieving min-entropy values consistently above
7.86 bits per byte. These results are comparable to leading quan-
tum hardware RNGs-such as IDQ Quantis, which achieves ap-
proximately 7.87 bits per byte, and substantially outperform em-
bedded or CPU-based sources, including the Microchip ECC608
with 4.05 bits per byte and Red Hat’s jitter entropy generator
with 7.45 bits per byte [37—-39]. Detailed benchmarking results are
provided in [40].

Compared to existing RNGs, QPP-RNG offers several distin-
guishing features. Unlike LRNG and JitterEntropy, which ei-
ther mix multiple entropy sources or rely solely on CPU jit-
ter, QPP-RNG explicitly links entropy accumulation to a well-
defined computational process—permutation sorting—with a the-
oretically grounded entropy growth rate of log, (n!) per iteration.
This yields a transparent and mathematically quantifiable entropy
injection model. While NIST DRBGs depend on high-entropy
seeds and require periodic reseeding to maintain security, QPP-
RNG supports continuous entropy refresh as an intrinsic property.
Moreover, unlike quantum hardware RNGs that offer excellent
entropy quality but require specialized components, QPP-RNG
exploits ubiquitous system behavior to approximate quantum-
level unpredictability without the need for external hardware.

Summary

In summary, by harnessing a diverse array of entropy sources—
from physical noise to CPU and system jitter—the QCD frame-
work facilitates the construction of rigorously defined entropy
injection/ejection operators. QPP-RNG, as an instantiation of this
framework, offers a structured approach to entropy generation
and utilization. Its integration with runtime system behavior en-
ables the construction of internally self-sustaining cryptographic
systems that remain resilient against both classical and quantum
adversaries.

We note that detailed empirical evaluations of QPP-RNG—
including tests such as NIST SP800-90B, Dieharder, and others—
are presented in a separate study currently under revision at
Scientific Reports [40]. This manuscript focuses on the theoretical
framework of QCD, while practical benchmarking of QCD-based
RNG implementations is addressed in dedicated works.

3.6. Implications of QCD

The key objective of Quantum Cryptographic Dynamics (QCD)
as a scientific framework for cryptography is to provide rigorous
guidelines for developing quantum-secure entropy injection and
ejection operators. QCD abstracts cryptographic processes into
fundamental physical laws governing information systems, offer-
ing the following implications.

A Unified Scientific Framework:

QCD reinterprets cryptographic operations through physical prin-
ciples, establishing foundational laws that govern both encryption
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(entropy injection) and decryption (entropy ejection). This frame-
work applies to the interpretation of all cryptographic schemes,
spanning classical to quantum systems and symmetric to asym-
metric protocols.

Rigorous Security Analysis:

By quantifying the dynamics of entropy manipulation, QCD offers
a robust basis for evaluating and comparing the security proper-
ties of cryptographic systems under quantum attack scenarios.

Guidance for Novel Protocol Design:

The QCD formalism inspires the creation of innovative crypto-
graphic mechanisms that leverage quantum principles, ensuring
enhanced security in the emerging quantum computing era.

Controlled Reversibility:

The framework emphasizes that the existence of an effective en-
tropy ejection operator ensures reversibility, allowing injected
entropy to be undone with minimal loss—a crucial property for
reliable decryption.

A Systematic Approach:

QCD provides a quantifiable, methodical foundation for under-
standing entropy manipulation, which is key to designing robust,
quantum-secure communication protocols.

In essence, while traditional cryptography focuses on the design
and implementation of secure protocols, QCD serves as a higher-
level scientific paradigm that underpins these protocols with fun-
damental principles of entropy manipulations. This framework
not only aids in the rigorous analysis of security but also guides
the development of quantum-resistant cryptographic primitives.

4. Conclusions

In this paper, we introduced Quantum Cryptographic Dynamics
(QCD) as a unified scientific paradigm for understanding and
designing cryptographic systems. By formulating cryptographic
processes in terms of entropy injection and ejection, QCD es-
tablishes three fundamental laws that parallel the principles of
classical mechanics, providing a novel and intuitive approach to
cryptographic analysis.

The First Law (Entropy Inertia) asserts that an information
system’s entropy remains constant in the absence of external
operations, emphasizing the inherent stability of data in both
plaintext and ciphertext forms. The Second Law (Entropy Evolu-
tion) formalizes the transformation of a system’s entropy through
external operators, providing a rigorous analytical framework for
the dynamics of cryptographic mechanisms. The Third Law (En-
tropy Redistribution) ensures reversibility in cryptographic pro-
cesses, guaranteeing that well-designed encryption schemes can
effectively reconstruct the original message, even in the presence
of noise.

This QCD-based perspective offers a systematic approach to
analyzing classical cryptographic schemes, including the One-
Time Pad, AES, and public-key protocols like RSA and Diffie—
Hellman, and extends naturally to post-quantum cryptographic
(PQC) paradigms such as Learning With Errors (LWE), Kyber,
and Homomorphic Polynomial Public Key (HPPK). By emphasiz-
ing the role of controlled entropy manipulation, QCD highlights
that security fundamentally relies on the interplay of entropy
injection and ejection operators.

Furthermore, we demonstrated the application of the QCD frame-
work to the Quantum Permutation Pad Random Number Gen-
erator (QPP-RNG), interpreting it as an entropy-driven process
that leverages system jitter to produce unpredictable random
numbers. These entropy sources, in turn, fuel PQC key estab-
lishment schemes, forming a self-sustained quantum-secure eco-
cryptosystem.

By bridging fundamental physical principles with cryptographic
design, QCD provides a powerful analytical tool for security eval-
uation and a guiding framework for the development of quantum-
resistant cryptographic primitives. As quantum computing ad-
vances, the QCD framework is poised to play an increasingly
critical role in shaping secure communication protocols capable
of withstanding both classical and quantum adversaries.

In summary, Quantum Cryptographic Dynamics establishes a
comprehensive and principled foundation for cryptographic secu-
rity, offering a clear roadmap for future research and the develop-
ment of robust quantum-safe cryptographic systems.
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